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TexHuyeckue TpebOBaHUSA

Lenb faHHOro AOKYMeHTa 3akatovaeTca B GOpMMPOBaHMM Y 3aKa3umKa U UCMOJHUTENA NPO3PaYHON KapTUHDI
BbINONHAEMbIX paboT no opraHmsauum LOL gnsa UPLL XKX, n onpeaeneHma ctouMmocty o6opyfoBaHUA U 3aTpat
Ha obecnevyeHune ceTeBon MHPACTPYKTYpPbI.



TexHu4yeckne TpebosaHus opraHmsaummn LOA ana UPLL KX

ObuwepnocTtynHo

Bepcua: 1.0
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ObuwepnocTtynHo

TexHu4yeckne TpebosaHus opraHmsaummn LOA ana UPLL KX

Bepcua: 1.0

BBeaeHue.

Ha3HayeHue AOKYMEHTA
OcCHOBHas LeNb AaHHOTO AOKYMEHTA 3aK1t04aeTcas B GOPMMUPOBAHMM Y 3aKa3uMKa U UCNONHUTENS NPO3PAYHON
KapTMHbI BbINOAHAEMbIX PaboT no opraHusaunn U0 ana NPL, KX, n onpegeneHna ctonmoctn obopyaosaHma
W 3aTpaT Ha obecneyeHmne ceTeBON MHPPACTPYKTYpPbI.

UO4 morkeT 6biTb pasmelleH Kak B AaTa LEHTpPe pPerMoHanbHOro nposaiaepa, Tak UM B Atobom mecTe Ha
Tepputopun PP roe ceteBas WMHOPACTPYKTypa COOTBETCTBYET HUXKE WU3M0XKEHHbIM  TpeboBaHMAM.
[aHHbIA BapuaHT OMNTMMaibHbIN, MO3BOAAET CAATb B 3KCMJyaTaumio cuctemy corsiacHo M. Nell3 ot
09.09.2002r. «06 yTBEepKAEHUM «[TpaBU BBOAA B SKCMAYATALMIO COOPYKEHUN CBA3NY

BTopoli BapuaHT, - co3aaHne caMocToATeIbHOM MHGOPMaLIMOHHOM CUCTEMDbI, C NOC/eAyoLWen cepTuduKaumnen.
[aHHbI BapMaHT yBeNMYMBaET 3aTpaThl Ha OpraHu3aumio paboT, cepTuduKaLmio CUCTEMbI, YBEIUUYMBAET CPOKK
COauu B 3KcnayaTaumio.

Ayaurtopus
JOKyMeHT npeaHasHa4yeH A/1A 03HaKOMIEHMA BU3HEC - 3aKa3YMKaMU, TEXHUYECKUM AUPEKTOPaMn U
MeHeaKepamu no passuTUIO busHeca.

Bu3Hec-3aKka3umK JOMKEH ONpeaennTb Kakoin BapmuaHT opraHusauumn UO/O u coctas ob6opyaoBaHus
HeobxoaMMbl eMy AN Pa3BEPTbIBAHUA BUAIMHIOBOM cuctembl MPLL KX,

TepMHUHBI M onIpeie/IeHUA:

KX HKNANWHO-KOMMYHa/IbHOE X03ANCTBO

TCK ToBapuLWEecTBo COBCTBEHHNKOB KWJIbA

NcC JlnueBol cyeT KBAaPTUPOCHEMLLMKA

PervoHanbHbI nopTan ABTOMaTU3NPOBAHHAA cUCTEMA MHPOPMUPOBAHMUA FPAXKAAH U PACKPbLITUA
oT4yeTHOCTM cornacHo MM PO Ne731

Y3K YHunBepcanbHaa InekTpoHHaa Kapta

PL, PacyeTHbIl LEeHTp

uog LleHTp 06paboTKM AaHHbIX

TexHnnuyeckue Tpe6oBaHus k O/l u kKaHa/1aM CBSI3H

Tunosbie TpeGOBaHUA:
Hanunume He meHee AByX GMU3MUYECKM pa3HECEHHbIX KaHaN0B CBA3M C NPOMYCKHOM cnocobHocTbio A0 100 M6uTt/c
Ka)K,CI,bIﬁ (onpep,enﬂeTCH KoOan4yectBom ogHOBPEMEHHO NOCTYyNaoWmnx 3anpocos);

Hanuume ABYX HE3aBUCUMbIX INHUK 3n1eKkTponuTaHus, UPS 1 gusenb-reHepatopa (1-a Kateropus
3NEeKTPOCHabKeHus);

AVGJ'IVIDOBaHVIE cucTembl obecneyeHumn KIMMaTa;

YueTHaa cuctema HKKX Ctp.3u36
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ObuwepnocTtynHo

TexHu4yeckne TpebosaHus opraHmsaummn LOA ana UPLL KX
Bepcua: 1.0

Haan4yme CUCTEMbI ra3oBOro NOXXapoTyweHnAa, He nospem,u,arou.l,eﬁ 06OPYAOBaHMe npu Cpa6aTbIBaHMM,'
Haan4yme CUCTeMbl KOHTPOIA A0CTYyNa U BM,D,EOH36III-OAEHMF!,‘

peanunsaumna LLOM c cuctemoit ropayeit 3ameHbl ANCKOB, nNpoLeccopos, NnamaTtn n RAID-KoHTponnepos,
No3BOAIOLWEN, He OCTaHaBAMBaA paboTy, 6e3 NoTepn AaHHbIX U NPOM3BOANTE/ILHOCTN BOCCTaHOBUTD
LeN10CTHOCTb 06opYyA0BaAHMA NN CUCTEMDI;

HaMYme KPYrioCcyTOYHOrOo MOHUTOPUHTA U eXKeHeBHOIo pe3epBnpoBaHma AaHHbix (back-up);

OTKa30YyCTONYMBOCTb CUCTEMbI TaK}Ke obecrneunBaeTcs 3a cyeT Knactepusauum (High-availability cluster).

O6ecneyeHre MHPOPMALMOHHOM 6€30MACHOCTH
MHd)OpMaLI,MOHHaFI 6e3onacHocTb XpPaHeHNA U 06pa6OTKM AaHHbIX B npeasiaraeMmom peweHnn JoCTuraeTca
cnegyowmm obpasom:

Ha ypoBHe LIO/[] — 3a CYET UCMOo/1b30BaHNA CEPTUPULIMPOBAHHbBIX Y3/10B U KaHa0B CBA3MU, YA0BAETBOPAOLMX
BCEM MepPEeYUCNIEHHbIM Bbie TpeboBaHMAM XpaHeHUa 1 06paboTKM AaHHbIX (0becrneymBaeTca NpoBaiaepom);

Ha ypoBHe MHTepdeiica - 3a CHET NCNoNb3oBaHNA 6e3onacHbIX KaHanoB obMeHa gaHHbIMKM MO NpoTokoay HTTPS
(SSL/TLS) n aBTOpPM3aLMKM NONb30BATENEN C UCMONb30BaHNEM cucTembl 6e3onacHocTn CMS ¢ wndposaHuem.

Macmra6upyeMocThb
PelueHne MOKeT Ierko MaclwTabrupoBaTbCA OT HECKONbKUX AecATKoB (TCHK) A0 HeorpaHMYEHHOTo KOMYecTBa
JIMLLEBbIX CYETOB 33 CYET NPUMEHEHNUA MPUHLMMA BUPTYAIM3aLMUN U KAAcTEPU3ALMKN HA BCEX YPOBHSAX
NOCTPOEHMUA CUCTEMDbI:

CuCTeMHbI ypoBeHb. PeleHre MoKeT pasmeLatbea Ha N106oi nnatdopme XocT-npoBaiaepa, T.K. OH
peann3oBaH B BUAE MOLY/El K cUcTeMe ynpasaeHus cahtamm, Hanpumep K CMC ¢ oTKpbITbiM Kogom Drupal.

YposeHb CYB/]. PelieHune ncnonb3yet BUpTyasibHyto 6a3y AaHHbIX, KOTOPas, B CBOIO o4Yepesb, MOXKET XPaHUTb U
06pabatbiBaTbh AaHHble NPAKTUYECKM B OO0 pensiumoHHOM uaun noctpenaumorHHoin CYB/[, pasmeLéHHoM Kak
Ha TOM e XOCTUHTe, TaK U OTAeNbHO. Bbibop KoHKpeTHoM CYB/, B pelleHnn peannsosaH B BUAE onumm
HACTPOMKMU.

YpoBeHb NPUNONKEHUSA. PeLlieHne - MOHOCTbIO KOHBEPreHTHan (MHOMeCcTBEeHHanA) CMcTema, No3B0/IAOLLAnA
onpeaensaTh AN KaXA0ro IMLEBOro cHéTa HeorpaHMYeHHOE KOIMYECTBO aTpuBbyYTOB (MOMELLLEHWI, YCAyT,
MOCTaBLLMKOB 1 63aNaHCOB, B TOM YMCAE AN HECKO/IbKMX YNPaBAAIOLLMX KOMNAHWU).

YpoBeHb nHTepdeica. KAneHTCKas 4acTb pellueHna NoCTPoeHa C UCMOb30BaHMEM Kpoccbpay3epHbIX pelleHmni
jQuery u jQuery-Ul, yto no3sonsieT paboTaTb C NPUAOKEHUEM, UCNOJb3YSA /tobble TUMbl 6pay3epoB U YCTPOICTB
(MK, HoyTOYKK, NnaHLwweTbl, TenedoHbl 1 Np.).

TexHUYecKHue TPeOGOBAHUA K 000PYA0BAHUIO:
B cnyuae pasmelleHus obopyaosaHua B «[aTta LileHTpe» OnepaTopa cBA3M (NpoBaingepa), obopyaosaHue
AONTKHO UMETb CepTI/Id)I/IKaT CNCTEMDI CBA3b NN AEKNAPALMUIO COOTBETCTBUA CUCTEMbI CBA3b.

TexHu4yeckne TpeboBaHWA K obopyaosBaHuio ana 06paboTku ot 600 Thic./Ac.

DanbHeliwee macwtabupoBaHMe OCYLLECTBAAEGTCA 3a CYET YBE/IMYEHUA KOJIMYECTBa BbIYUC/IMTENbHDIX Aaep
NPoLLeccCopoB B nogcucteme «BUNNMHIA», KOAMYECTBA KOMMYTUPYEMbIX NMOPTOB NOACUCTEMbBI CETb, U 06bema
XPaHUMBIX AaHHbIX B nogcucteme «XpaHUAULLE AAHHbIXY.

YueTHaa cuctema HKKX Ctp.4un36




TexHu4yeckne TpebosaHus opraHmsaummn LOA ana UPLL KX

ObuwepnocTtynHo

Bepcua: 1.0

Cucmema ¢ MaKcumasnbHoUl CKopocmbro cqumblsaem/sanucusaem OaHHble HG‘IUCHEHUU, u omrpaendaem 0na

8blyucaAeHUl packaadbieds NOMOoKU, Mo Abomy Koaudyecmay 00cmyrHbix A0ep npoueccopos.

Tabanua Nel (Cuctema HaumcneHuid n B3aumopacyetos Ha 600 Tbic./nc.)

HaumeHoBaHue
noacucTembl

Ha3HaueHue

Kon-
BO

AnnapatHble
XapaKTepUCTUKH

XapaKTepucTUKM CUCTEMHOro
no

bunnunur
«UPL, XKKX»
PernoH

Hypervisor

CPU: ot 12 sinep X64 2
ITo +

OnepaTtruBHAS AMSATh.
oTr 3210

O0BeM aqucka:
MOJIJIEPKKA 3arpy3Ku
o iISCSI,

Cetn: 2x1000M6ut/c,
1x10 I'but/c
noanepxka IPMI
1100 aHaAJIOroB

ocC:
Linux (x64) / FreeBSD (x64)

Hypervisor:
KVM / Xen / VMWare ESXi

CYB/:
Jlro6wre SQL

Xpanuianiue
JAHHBIX

NAS

RAID 10

O0BEM JUCKOBOTO
MaccuBa: ot 1000 I'0
iISCSI

Cetn: 10 I'Out/c

CkopocTb W ot
400/200Moaiit/c

O6cay:kuBaHue

Cepsep
MOHHTOpPHHIA,
yIpaBIeHUS
U pE3epPBHOTO
KOMUPOBaHUS

CPU:

ot 4 sinep X64 2 I'T'y +
OnepaTuBHAs IAMSITh:
or 160

OObeMm JucKa:

HW RAID 015 ot
5000 I'0,

ot 7200rpm

Cetb: 2X1000MO0uT/C,
IPMI

Cethb

WHrepHer,
JOCTYII.

KommyTranus
00opyIoBaHUS

3 KOMMYTHPYEMbIX
nopra Ethernet
100Mowut/c;

16 public ip V4

3 KOMMYTHPYEMBIX
noptoB Ethernet
10 I'6ut/c

8 KOMMYTHpYEMBIX
nopta Ethernet
1000M6wut/c;
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Ctp.5u36




TexHuyecKkue TpeboBaHMA opraHmsauum LOA ansa UPLL MKKX

Ob6uienoctynHo

Bepcua: 1.0

Apxutektypa noctpoeHus suptyansHoro LIO[, ucnonssyemas ana «UPL XXKX» PernoH

Hypervisor

VM: Free BSD/Linux/Windows

OpraHbl
Bnactu

\/ Apache
«BupTyanbHas CYB}J»]
XpaHunuiye aaHHbIX
Drupal
Apache Apache
(«BupTyaanaa C&%ﬂ») (« BupTtyansHas CVBJ]») Web — npunoxeHie
|| «BupTyansHblin UPLL»
B KOHbUrypauum
Drupal Drupal «MPL| XKKX» Pervon
[MnaTexHbin Wnio3 (« »  [poueccunr
VM: Free BSD/Linux/Windows VM: Free BSD/Linux/Windows BEB cepsep
VM: Free BSD/Linux/Windows
vw
BupTyanbHbiii poyTep:
pfSense/Mikrotik
WU annapartHbIn <
Router Firewall VPN
A
v
CeTb UHTepHeT
A
CeTu CoTpyAHWKM
ngTePHeT TepMUHanos BaHku ABOHEeHTbI YK; UPL;
KBaUPUHF camoobcnyxmBaHua dong KIP...
MnaTexHble cepeuchl Monb3oBaTenu «BupTyanbHOro cuctembi»
\ 4

BHelwHWe deaepanbHble U pernoHanbHble MHPOPMaLUOHHbIe cucTeMbI

YyeTHasa cuctema KX
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